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Welcome to the NICCS Webinar!

Thank you for joining us today. During this presentation, you will:

= Learn about the National Initiative for Cybersecurity Education (NICE), and one of its
implementation tools, the National Initiative for Cybersecurity Careers and Studies
(NICCYS).

= Discover new educational resources and learn how you can plot your career path.

= QObtain NICCS Supervisory Office (SO) contact information for follow-up questions and
inquiries (NICCS@hqg.dhs.gov).

We encourage you to visit the www.niccs.us-cert.gov page during this presentation so you can
navigate the site with us.
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Cyber Threats Increase Every Day

The Department of Homeland Security (DHS) is responsible for overseeing the protection of
the.gov domain and for providing assistance and expertise to private sector owners and
operators of cyber networks

= As a Nation, we must respond by improving our technical infrastructure and by
developing and maintaining a highly skilled cyber workforce capable of protecting our
networks against cyber attacks.

= In May 2009, the President ordered a Cyberspace Policy
Review to develop a comprehensive approach to secure and
defend America’s infrastructure. The review built upon the
Comprehensive National Cybersecurity Initiative (CNCI) —
launched by President George W. Bush in 2008. POLICY REACE

= In this presentation, you will learn about an
initiative that expanded from CNCI — the
National Initiative for Cybersecurity Education
(NICE) — and its goals to improve the Nation’s
cybersecurity workforce.
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Formation of NICE

In response to increased cyber threats across the Nation, the National Initiative for Cybersecurity
Education (NICE) expanded from a previous effort, the Comprehensive National Cybersecurity
Initiative (CNCI) #8.

= NICE focuses on cybersecurity awareness, education, training, and professional
development.

= NICE was formed in March 2011 and is a nationally-coordinated effort comprised of more
than 20 federal departments and agencies, and numerous partners in academia and
industry.

DHS has been working since October 2012 to fulfill recommendations that expand
the national pipeline of men and women with advanced cybersecurity skills to enable
DHS to become a preferred employer for the talent produced by that pipeline, and
position the Department to help make the United States safer, more secure, and
more resilient.
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NICCS Goals

The vision of NICCS is to serve as an online resource for the Nation to learn about cybersecurity
awareness, education, careers, and workforce development opportunities.

Goal 1: Build a National - Elevate cybersecurity awareness and encourage the public
Cybersecurity Resource to adopt a culture of cyberspace security.

 Nurture the future cybersecurity workforce by promoting
Goal 2: Promote kindergarten through post graduate level education.

Cybersecurity Education « Build an online community for cybersecurity professionals
and others to gain knowledge related to their field.

Goal 3: Guide  Guide the development of cybersecurity standards,
Cvb t Standard training, and professional development to empower and
YREISECLIMTy Sltandards advance cybersecurity personnel.
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Welcome to NICCS!

Lets look at how to navigate NICCS & some of the resources that are available to you!

NICCS—Helping
You Enhance your

Cybersecurity
Knowledge

NICCS—Helping
You Enhance your

\'ursv'
R UPCOMING EVENTS
1 e

NICCS is a website that is applicable and useful to everyone, including students,
teachers, HR managers, current IT professionals, and anyone else who wants to learn
more about cybersecurity and how it impacts your life.
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Navigating the Home Page

=== Official website of the Department of Homeland Security

L The layout of the Home

N I C C S T ' o | Page is designed to

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

increase the visibility of

A WARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS COMMUNITY RESEARCH NICE InltlatlveS |n an
intuitive-format for the
NICCS—Helping user.

You Enhance your

Cybersecuri
K¥|owledge b > The banner at the top

NICCS elps make cybersecurity materials = = displays various links
S : = throughout the site.

N I C C S — » The main page includes

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES . . .
information for various

demographic groups, such

as students, professionals

and veterans.
UPCOMING EVENTS

Information for

Southeast Regional

General Public \ . S Mar 5 to Mar 7
Kennesaw State...

Students

STAY SAFE ONLINE EXPLORE SPECIA

w-To Guid: ] /| -

" Northeast Regional
g Mar 8 to Mar 10

T

LTIES

=
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Navigating the Awareness Tab

== Official website of the Department of Hamelind Security

. ~ Click on the Awareness
N I C C S o | tab for more information

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

on how to safeguard

HOME AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS COMMUNITY RESEARCH you rself and your
ol e organization from cyber
Home » A‘.'.'arenes{ Awareness Home Link
threats.

-:‘—-

AWARENESS

Awareness Home

_{The Cyber Glossary will
W' _ 79
- assist users utilizing the

site to become more
familiar with cybersecurity

~

Howeio

: o ” STAY SAFE ONLINE EXPLORE TERMS
lational CybersecuiRy Awareness View our Cybersecurity How-To Guide Explore an interactive glossary of IeXICon
Month to learn safe online strategies and find cybersecurity terminelogy and learn .
additional Awareness resources. about DHS’ effort to create a standard
Stop. Think. Connect. lexicon

3 The Stop.Think.Connect.
campaign supports NICCS
and is one way DHS is
raising awareness of the

.
patToTTar Cyoer Security
Awareness Month

Cybersecurity is a shared responsibility o]

For additional tips and resources for all PROMOTING AWARENESS CELEBRATE AWARENESS

age groups, visit the Department of

! Learn about DHS & NICE initiatives to October is National Cyber Security
Homeland Security's promote Awareness at work and at Awareness Month. Start planning your . . .
Stop.Think.Connect™ (7 Campaign home. celebration today. Increasing CYbersecurlty

vith Cyberbullies threat
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Navigating the Education Tab

=E= Official website of the Department of Homalind Seeurity

To access the Education
page, click on the
Education tab.

N I About NICCS | A-Z Site Map
( ( S : Q

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

COMMUNITY

RESEARCH

HOME AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS

> Visit the Degrees Page to
learn more about the
majors and programs
being offered throughout
the country that lead to a
career in cybersecurity.

Home » Education » Education-Home

EDUCATION

EDUCATION NEWS

Education Home

Degree Programs

Opportunities

Internship Opportunities

TEACHING TOOLS

INTEGRATED LEARNING

d
Hands on Experiences Learn about ways the Government is

encouraging the integration of topics into

Cyber Competitions 2 3 2
STEM curricula for students in all grade

Get new ideas for bringing technology

inte the classroom, find curriculum
resources, and strategies for making

> The Hands on

levels STEM accessible.

Cyber Competitions Repository

Experiences page
provides resources where
students can participate in
various cyber clubs and
competitions.

Cyber Camps & Clubs
Curriculum Resources

Promoting Education

Integrated Cybersecurity Education

Communities PROMOTING EDUCATION

Learn about NICE initiatives and
programs underway to connect
educators, students, and technology.

ON EXPERIENCE

Cyber Competition Project eNa learning

beyond the classroom. rn Rele

al
Clea

National Centers of Academic

Excellence

CyberCorps® Scholarship for

Service

STEM Improvements
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Navigating Education: Promoting Education

=== (fficial website of the Department of Homelnd Sccurity

NICCS

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

About NICCS | A-Z Site Map

AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS

COMMUMT Y RESEARCH

Home » Education » Promoting Education

Promoting Education

Education Home

Degree Programs
Schelarship Opportunities
cluate studies. The federal government aims to make such educational
Dpportumhes available to every studentin the U.5. Component 2 of the MIC

E campaign was established to strengthen the academic pipeline leading
to cybersecurity careers.

Internship Opportunities
Hands on Experiences
Cyber Competitions y
Cyber Competitions Repository # Engaging Students

Cyber Camps & Clubs

per Competitions. Cyber competitions are interactive, scenario-based
) competitions that help paricipating individuals develop cybersecurity skills

Curriculum Resources and increase interest in cybersecurity careers. Cyber competitions foster talent in potential cybersecurity

. R professionals who might otherwise be unidentifiable through traditional academic means, and encourage
mentor-led atmospheres where participants can practice and hone cybersecurity skills in a controlled, real-
- . - world environment. DHS CEO aims to identify U.S -based cyber competitions to analyze which cybersecurity

Integrated Cybersecurtty Edueation knowledge, skills and abilities (KSAs) and specialty areas (SAs) the cumpetmons test and promote, based
within the Mational Cybersecurity Workforce Framewaork (the Framework

Communities

Cyber Competition Project

tion Communities (ICEC) project. The ICEC project is designed for U.S. high school students and aims 1o
develop their interest in cybersecurity fields, through the professional development of high school teachers
who teach them, and through the cybersecurity summer camps they can attend. High school teachers from
multiple academic disciplines receive cybersecurity-integrated professional development courses and
Service participate in cybersecurity camp with select students. Through professional development training, their
experience atthe camp, and online access to cybersecurity education materials, ICEC project teachers are
equipped to bring cybersecurity principles to their classrooms.

Excellence

CyberCorps® Scholarship for

STEM Improvements

i It o . - u .
Curriculum Evidence Standards | Enabling Public-Private Partnerships
The |-Corps program &', sponsored by the Mational Science Foundation (NSF), is designed for college-level
students and above. I-Corps is comprised of a set of activities and programs that prepare scientists and
engineers to extend their focus beyond the laboratory and broadens the impact of select, NSF-funded, basic-
= iccd, A SH L aacl o i £ I Nl o b i S TN 7 o =

Wirtual Cybersecurity Labs

Software Assurance

One way students can become more involved in cybersecurity is through Cy

! ftien Proj Fostering Cyber Communities
National Centers of Academic Addito T B Invarious summer camps, including the [NTE0Toree=Sssewaon ity Educa d

Homeland

Security

Learn more about
Educational opportunities
at the Promoting
Education page.

This page gives users
examples of how they can
learn more about
cybersecurity, as well as
details how users in the
public and private sector
are working together to
foster increased
education.

>Learn more about Cyber

Communities and how
you can develop the
technical skills necessary
for a career in
cybersecurity inside and
outside the classroom.
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Navigating the Training Tab

== Official website of the Department of Homelind Security

NICCS

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

HOME AWARENESS
Home » Training Home
TRAINING

National Cybersecurity Workforc!

ramework

EDUCATION

TRAINING

e
AR AR

Training Catalog

Call for Providers

Map Your Training
Professional Certifications
FedVTE and FedCTE

Workforce Development

FIND COURSES
Try a deMome = oT training

catalog that will link ;:rcfeeswnalQ to the
education and training course they need
te keep up with changing threats

== T
\..;u

6\
1" 0?\/
ASSESS & PLAN
Learn about skill gap analysis, training

strategies, and other activities to keep
your cybersecurity workforce on top

CAREERS

About NICCS | A-Z Site Map

NEWS & EVENTS

COMMUNITY

RESEARCH

TRAINING RESOURCES FOR
FEDERAL EMPLOYEES

The following is a Federal training site

and requires a username and password

to login.

faiginc Eovironment

To access the Training
Catalog, click on the
Training tab.

_On the training landing
page, you can click either
“Training Catalog,” or the
“Find Courses” button to
enter the catalog.

EXPLORE CERTIFICATIONS

A variety of professional certifications

are available, find the one that fits your
career goals

SUBMIT TRAINING

If you are a commercial, academic, or

government agency you can register
your Cybersecurity & Information

Assurance courses in the Education and

Training Catalog

ess a rich

1 i tralnmg. Put
y‘curself in the classroom and attend
lectures, watch demonstrations, and
conduct hands-on labs. View and
manage your organization's workforce
as they progress toward their training
objectives.

BECOME A PROVIDER

Catalog will go |
Demo

Want to list your course and provide
mere visibility for your organization?
Contact N 1 to become an
official provider and participate in our
catalog launch.

>Other links on this page
will allow you to learn
more about the National
Cybersecurity
Workforce Framework.

Homeland

Security
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Navigating Training. Catalog Search

[T R N ——— Y ——

Ti h the Traini
N I C C S . E C(;tsaelggr](.,: cIicE o;atlﬁlen%atalog

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES Searc h Tab

HOME AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS COMMUNITY RESEARCH

» Cyber Professionals can use
the Training Catalog to
search available courses by
Specialty Area, Keyword,
Provider.

‘ Explore the Framework

Catalog Introduction  Try Our Demoe | Results

Fitter Search

(E:L.calicr‘ and Training Catalog Searcd

Records: 35| Showing 1-10 | [+]

Refine Course Criteria o . }
Applications Project and Research for ldentity Management and Cyber
Military School House C

Cyber This program requires either an Application project or a Thesis. Every student conductmmeag Applications Project
or Thesis research in the ldentity Management and Cyber Security degree program will registeT™~NQ this courses
during each quarter of study. This course is intended to provide a set of...

by Specialty Areas

e e special areas— <]  Confictand Cyberspace Training can also be browsed

Military School House C

All Source Intelligence E H H H

Collecti 0 gt l—l This course examines how cyberspace, particularly the Internet, can serve as a teol, target, and source of US|ng the |nteract|ve
ollection Operations conflict for both state and nonstate actors. Topics include: characteristics of cyberspace, technology trends,

Computer Network Defense Analysis — powier in cyberspace, cyber-based information operations (10}, cyber surveilance,...

Framework Specialty Areas
e e i b by clicking Browse Courses

—Select one or more providers— - _— ; - . L ) ) ) -
_ o his event provides intensive hands-on training on protecting and securing control systems from cyber attacks,

Academic Institution B El including a very realistic Red Team / Blue Team exercize that is conducted within an actual control systems USI ng the Workforce

Academic Institution O e envirenment. it alzo provides an opportunity to network and collaborate with...

Government Organization A &7 Fl'am eWOI‘k

Control Systems Cyber Security Who Meeds 7
Government Organization F

Reset Filter This course turns on the prowverbial light bulk for many people as they realize that cyber security is as important
as physical security. Some say that seeing is believing, so this course goes through a cyber attack, step by step,

Counterinteligence in Cyber Space Phase 1 (CICS1)
Government Organization A
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Navigating Training:. Explore the Framework

wehsite of the Department of Homeland Sseurity

The Training tab will also

|\| I C C S Aot NECS 1A 2SS E. allow users to explore the

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES Nat|0na| Cybersecu rlty

HOME AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS COMMUNITY RESEARCH Workfo rce Framework

Education and Training Catalog Searcl

Expore e Framevio) > To explore the Framework,

(s cck the 1ab 0 he ight of

the Catalog Search tab,
Explore the Framework.

Interactive National Cybersecurity Workfor
Framework

PROTECT
About the Framewerk L
The National Cybersecurity Workforce Framework classifies the typical duties and skill requirements of

cybersecurity workers. The Framework is meant to define professional requirements in cybersecurity, much as
other professiong, such ag medicine and law, have dene. [learn mere]

SYou can explore the
Framework by clicking on
The Framework organizes cybersecurity into seven high-level Categories, each comprised of several Specialty NALYZE MNVES 1 1
Areas. Within each Category vou'll find a list of Ql;:emalty,-xrfeas clicking on a Specialty Area will :e veal the - ' L RIS OverVI eW’ Ca’teg O r I eS 1
details about that Area. Each Specialty Area detail displays the standard tasks and the KSA's needed to -
successfully complete those tasks. Select Framework elements from the tabs above, or browse the Framework Spec | alty AreaS y KSAS ,
Competencies, and Tasks.

by clicking on the Category images, at right.
The Training Catalog and the Framework

Training i= a foundational component for every workforce plan. By mapping courses to Speciafty Areas, cyber
professionals, and those entering the cybersecurity profession, can gquickly identify the courses they need to
advance within their specialty area or transfer their gkillz to anether. Training providers have mapped their
courses =0 educational and training opportunities related to your specialty area can be guickly discovered.

If vou're an academic ingtitution or training vendor you may gqualify to become an approved NICCS Pertal Training
Provider. Learn how to map and submit vour cybersecurity education or training courses.
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Navigating the Careers Tab

=== Official wehsite of the Department of Homsland Security

About NICCS | A-Z Site Map

NICCS

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

AWARENESS EDUCATION

TRAINING NEWS & EVENTS COMMUNITY

Home » Careers » Careers Home

HR SITES

Talent Management Institutio

Professionalization

Pk b4 Aok !“4
MANAGE TALENT

Find, Attract and Retain Cyber
Professionals.

Cybersecurity Careers .

EXPLORE SPECIALTIES

Workforce Planning

Areas defined with the National
Workforce framework.

A Historical Review of How
Career Roadmaps Historical Review of Ho

Professionalization

oAl "

N (%
WORKFORCE PLANNING

Align your workforce to current and
future skill requirements.

CAREER DEVELOPMENT

Career Roadmaps can help you plan
your next move.

Why Foster Professionalization and Career
Development?

RESEARCH

n (TMI

Explore the 31 Cybersecurity Specialty NICE WHITEPAPERS

for Implementing

To access Careers Page,
click on the Careers tab.

The left side navigation
menu provides information
on various career-oriented

.. | topics, such as

professionalization and
workforce planning.

Z7Access various NICE
White Papers to learn
more about
professionalization and
workforce planning.

Homeland
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Navigating Careers: Workforce Planning

rebsite of the Department of Hamekmd Sseuzity

AWARENESS

Careers Home

Talent Management
Professionalization
Cybersecurity Careers
Workforce Planning

Career Roadmaps

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

Home » Careers » Workforce Planning

About NICCS | A-Z Site Map

EDUCATION

TRAINING

CAREERS NEWS & EVENTS

COaMUNITY RESEARCH

Workforce Planning

Cybersecurity Workforce Planning

Waoarkforce planning is a systematic way for organizations to determine future human capital requirements
(demand), identify current human capital capabilities (supply), and design and implement strategies to
transition the current workforce to the desired future work state. Bestin class workforce planning is designed
in a repeatable and reliable fashion, highlighting risks and forecasting needs over time.

Effective workforce planning highlights potential risk areas associated with aligning the workforce to work
requirements. Applied correctly, workforce planfifig allows organizations to adjust resources to meet future
workloads, patterns of work, and fundamental changes in how work is accomplished. A workforce planning
approach mustfitthe needs of a specific organization and account for unique characteristics of the
cybersecurity profession.

Leading practice workforce planning consists of three components:

+ Process: Establishing an integrated and consistent means of diagnosing workforce needs angse®
This includes a defined model, data, and analytics.

+ Strategy: Providing a direct line of sight between business and workforce requiremes#?. This includes a
sharedvision, governance, and continuous moenitoring or performance.

+ Infrastructure: Supporing execution of an effective and repeatable workja
includes a healthy workfarce of people, collaboration across level

E planning process. This
270 enabling technology.

Using a Waorkforce Planning Process, such as the examjple Provided below, an organization can conduct a
cybersecurity workforce and workload analysis, eng g it to identify current and future needs and potential
gaps which may impact an organization’s abilj40 meet goals and objectives.

Phase 3

Phase 4

Implement
Workforce
Planning

Define and Identify Conduct Supply Conduct Demand and
Workforce Analysis Gap Analysis

Homeland

Security

Learn more about how to
build your organization at
the Workforce Planning

page.

This page defines
cybersecurity workforce
planning and details what
organizations can do to
build a dynamic workforce.

This page provides
resources to HR
Managers who need to
organize their workforce,
including a 4-phased
Workforce Planning
Process.
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Navigating the News & Events Tab

== Official website of the Department of Hamelnd Seenrity

To access the News &

N I C C S . o | Events page, click on the

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES NeWS & Events tab

HOME AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS COMMUNITY RESEARCH

>l_earn more about various
upcoming events in the
display menu, or click the
calendar tab for a full view
of upcoming events.

Home » News & Fvents Home

NEWS & EVENITS

UPCOMING EVENTS

Southeast Regional
This area is dedicated to cybersecurity news, broadly encompassing Mar 5 te Mar 7

News & Events Home

Eweg

articles related to MICE/MNICCS efforts (education, professionalization Kennesawr State...
and workforce development), emerging threats, technology

developments, and breaking research. If you have a news feed you ﬂ Northeast Regional

Calendar

g

would like to see incorporated into the NICCS Portal, please contact the Mar & to Mar 10
MICCS Supernvisory Office. =

sseiers __—pACCESS various industry
The Events section (at right) is fully operational and we welcome Southwest Regional art|C|eS tO Sta.y |nf0rmed

suggestions for additional events. Submit your eveni i Mar 9 to Mar 10

Texas AGIL.. on cybersecurity news and
cience Foundation [YE1g) CyberPatriot V National developments

e it 14 Finals
. - . - Mar 14 to Mar 15
Fire Ants: Coping VWith These Invasive Insects y-girshin;mir, DC

Monday, March 4, 2013 - 00:00
Management, not eradication, could be the key to co-existing with fire ants Full

Federal Information
story at hitp:iiwerw nsf.govwnews/special_reports/science_nation/fireants jsp? Mar Systems Security
WT.mc_id=USNSF_S1This is an NSF News item. 19 Educator's Association

. i i Mar 1% te Mar 21
Incoming! Then Qutgoing! Waves Generated by Russian Meteor Gaithersburg, MD

Recorded Crossing the U.5.

Monday, March 4, 2013 - 17:33

A network of seismographic stations recorded spectacular signals from the
blast waves of the meteor that landed near Chelyabinsk, Russia, as the waves
crossed the United States. The Mational Science Foundation- (NSF}) supported
stations are used to study earthquakes and the Earth’s deep interior. While
thousands of earthguakes arcund the globe are recorded by seismometers in
these stations—part of the permanent Global Seismographic Network (GSHY and

WVIEWW CALENDAR
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Navigating the Research Tab

== (Official website of the Department of Homehnd Seeurity

To access the Research

N I C C S About NICCS | A-Z Site Map fpage, click on the
/| Research tab.

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

HOME AWARENESS EDUCATION TRAINING CAREERS NEWS & EVENTS COMMUNITY RESEARCH Learn more about the
ever-growing field of
Home » Research Home Cybersecurity by
accessing various white
hEOEARLH papers and scholarly
articles.
Research Home ResearCh
’_\ S I
<\B°°”me”ts _— Research is Importantin Nelping PEaple find accurate and crediole nfarmanon. 111s Wil 1o our everyday >The Document Library
decision making and can help individuals make smarter life decisions. The same holds frue with will take users to external
.'E.-::E'?I?.?.EE![.i.F-:: research. Itis important to your success as you take on life's challenges and career decisions .
friakifig: sites where they can
To help with this process, NICCS will nouse a repository of cybersecurity-related studies and information. access research articles,
The research posted here aims 1o help people become mare informed about cybersecurity. journals and White papers.

The MICCS Research tab will continue to grow, providing a repository of information on cybersecurity,
science, technolagy, engineering, and math (STEM) studies, as well as workforce development, and
professionalization. Start exploring the repositary.

To learn more aboutthe Research tab, orto suggest materials for inclusion, contactthe NICCS at NICCS@h

q.dhs.gov &
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Questions?

Questions?

For any questions or concerns following this webinar, please use the NICCS
Supervisory Office mailbox: NICCS@hag.dhs.gov.

Visit NICCS here: www.niccs.us-cert.qov
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